AggieNetwork.com Hosting Services
Internet Services

W b
The Association
OF FORMER STUDENTS" Virtual Private Network (VPN) Connection Instructions

TEXAS A&M UNIVERSITY

Step 1: In windows, go to the Start Menu and browse to Settings and then click on Control
Panel
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Step 2: In Control Panel, find the item labeled Network Connections and double click that.
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Step 3: Under Network Tasks select Create a new connection
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Step 4: Click Next

MNew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the [nternet.

* Connect to a private netwark,, such az your wark place
nietwork.

To connect to a wirelass netwark., view )

nrange.

To continue, click Mest,

< Back I Mest » I Cancel

Step 5: Select Connect to the network at my workplace and click Next

New Connection Wizard
Metwork Connection Type
What do you want to do’?

i Connect to the Internet
Connect ta the Intermet 20 vau can browse the Web and read email.

{*' Connect to the network at my workplace

Connect to a buzsiness netwark [uzing dial-up or ¥PH1 20 vou can work from home,
a field affice. or anather location.

{" Set up an advanced connection

Connect directly to anather computer uzing your senal, parallel, or infrared port, or
zet up thiz computer =0 that ather computers can connect to it

< Back I Hest » I Cancel




Step 6: Select Virtual Private Network Connection and click Next

New Connection Wizard _

Metwork Connection
Haow do pou want bo connect bo the nebwork, at your work place?

Create the following connection;

" Dial-up connection

Connect using a modem and a regular phone line ar an Integrated Services Digital
Metwork [IS0M] phone line.

i* Airtual Private Network connection

Connect to the network, using a wirtual private network [YFH] connection over the
Internet.

< Back I Hest » I Cancel

Step 7: Specify a name for this connection, The Association — Hosting. Click Next

New Connection Wizard _

Connection Hame
Specify a name for thig connection to your workplace.

Type a name for thiz connection in the fallawing Bos.

Company Mame

The Association - Hosting

For example, you could type the name of your workplace or the name of a server pou
will conhect to.
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Step 8: Select Do not dial the initial connection and then click Next

MNew Connection Wizard ]

Public Hetwork
Windows can make sure the public network, iz connected first,

YWindows can autamatically dial the initial connection to the Internet or ather public
netwark., before eztablizhing the wirtual connection.

(o Do not dial the initial connection.

" futomatically dial thiz initial connection:
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Step 9: For the Host name or IP address enter in: hosting.aggienetwork.com. Then
click Next.

New Connection Yizard )

YPMH Server Selection
What i the name or address of the YPH zerver?
Type the host name or Intermet Pratocol [IF) address of the computer toowhich you are
connecting.

Hozt name or [P addrezs [for example, microsoft.com or 157.54.0.1 |

hosting. aggienetwork. com
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Step 10: Select My use only and click Next

MNew Connection Wizard

Connection Availability
Y'ou can make the new connection available to any wser ar only bo yourzelf,

& connechion that iz created far pour use anly iz zaved in your uger account and iz not
avallable unlesz you are logged on.

Create thiz connection faor:

" Anyone's use

< Back I Mest » I Cancel

Step 11: Check the box titled Add a shortcut to this connection to my desktop and then
click Finish

New Connection VWizard

Completing the New Connection
Wizard

You have successiully completed the stepz needed to
create the following connection:

The Aszociation - Hosting

The connection will be zaved in the Netwark,
Connections folder.

W i4dd & shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.
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Step 12: Click on Properties

Connect The Association - Hosking 2] =]

Uszer name: ||

Pazgword: I

[T Save thiz user name and password for the following users:

% e anly

{ Anpone who uzes this computer

| Connect I Cancel Propertiesz Help |

Step 13: Select the Security tab on the resulting screen

# The Association - Hosting Properties ] =]

Host name or IP addrezs of destination [such as microsoft.com ar

157.54.0.1):

— First connect

Windows can first connect the public netwarl,, such as the
Internet, before tiving to establizh thiz virtual connection.

[T Dial anather connection first:

| k4

v Show icon in notfication area when conneched

)4 I Cancel




Step 14: Select Advanced and then click on the Settings button

& HOSTING Properties 2=

Generall Options ~ Security | Netwurkingl .ﬁ.dvancedl

— Security options
(" Typical [recommended zettings]

Whalidate m identity az follows;

| F2

[T Automaticallyiuze my Windows logon name and
paszword [and domair i arm]

[T Eequire data encrption [dizconnect it none]

& Hidvanced [custon setingst

IJzing these settings requires a knowledgs
of zecunty protocols.

IPSec Settings... |

k. I Cancel

Step 15: Select Allow these protocols and un-check all check boxes except Microsoft
CHAP version 2 (MS-CHAP v2) then click OK.

Advanced Security Settings 7] x|

Data encryption;

— Logaon zecurity
" Use Extenzible Authertication Protocal [E&P)

Zl
Froperties |
f+ Allow these protocals
[ Unencrypted password [P4P)
[~ Shiva Pazsword Authentication Protocal [SPAF]
[ Challenge Handshake Authertication Protocal [CHAR)
[T Microzaft CHAP (MS-CHAR)

I TR e 0 N

jrdows 35 serverns
v Microsoft CHAP Yersion 2 [MS-CHAR +2)

[ For M5-CHAP based protocals, automatically use my
YWindows logon name and passward [and damair if any]

| k. I Cancel




Step 16: Select the Networking Tab

4 The Association - Hostino Progcrties

Hozt name or [P address of de
157 54.01):

— First connect

whindows can firgt connect the public nebwarl, zuch as the
Internet, before tving o establizh this virtual connection.

[T Dial another connection first:

El

v Show icon in notfication area when conneched

] I Cancel |

Step 17: Make sure that Internet Protocol (TCP/IP) is selected in blue and then click the
Properties button below the selection.

& The Association - Hosting Properties

Generall Dptiu:uns' Security  Metwarking |.-'-‘-.u:|vanu:eu:||
Type of WPHM:

Settings |

Thiz connection uzes the fallowing items:

7 Internet Pratocol [TCRAARP]

=y File and Frinter Sharing for Microsoft Metworks
g Virtual Machine Metwork, Services

% Client for Microzoft Metworks

Inztall... enrstall Froperties

Description

Tranzmizzion Control Protocoldntemet Protocol. The default
wide area nebwork, protocal that provides communication
acrozs diverse interconnected networks.

(] I Cancel




Step 18: Click the Advanced button.

Internet Protocol {TCP/IP) Properties

alternate [HE semwer




Step 19: Un-Check the box next to Use default gateway on remote network. Then click
OK until you are back at the login prompt for the VPN connection.

Advanced TCP/IP Settings




Step 20: Fill in your hosting username (in this example, classot2020) and then your
designated password and then click Connect.

Connect The Association - Hosting 2] =]

User narme: IclassnfEDED

Passwﬂrd: I...............l

[™ Save thiz user name and password for the following users:

% We only

€ Arpone whouses this computer

| Connect I Cancel Properties Help

Step 21: You should see the connection authenticate and then a small window will appear near
your clock in the bottom right side of your screen that looks like this. You’re done!

,E_.i' The Association - Hosting IE

Click here For mare information. .
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